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Abstract 
       NLFS (Non-linear feedback stream cipher) is a fast and secure stream cipher for 
software applications. This stream cipher uses AES secure non-linear function and AES 
key generation. NLFS uses primitive polynomial generated S-boxes in byte substitution 
step. NLFS uses two similar AES round functions and these two proceed parallelly to 
produce key-stream. Non-linear function of NLFS have  AES non-linear function steps 
(add-round  key, byte substitution, mix column, shift rows) and it extra includes value-
based rotation step. In value based rotation step it rotates each 8-bit word by its first 3-bit 
(decimal) value. 
     NLFS takes 256-bit Initial vector and 128-bit key. NLFS contain 1024-bit internal 
state as two 512-bit buffers both are non-linear buffers i.e. both are updated by non-linear 
functions output. First buffer initialized by 256-bit initial vector and second 512-bit 
buffer initialized by initial vector and key. Value based rotation step of non-linear 
function divide 128-bit into sixteen 8-bit words and they are rotate by their first 3-bit 
(decimal) value. The outputs of both non-linear functions are XORed and generates 128-
bit key stream. Key generation algorithm generate three sub-keys for every round and this 
sub key added to filtered 128-bit input selected from buffers in add round step in non-
linear function. 
    NLFS have two modes basic mode that is synchronous mode and self synchronous 
mode. In synchronous mode key stream is independent of plain text and cipher text.  In 
self-synchronous mode key stream generation depending on cipher text. In self-
synchronous mode generated key-stream update first 512-bit buffer and cipher text 
update the second buffer. 
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1. Introduction to the NLFS stream cipher 
 

A stream cipher is a type of symmetric encryption algorithm. Stream ciphers can be 
designed to be exceptionally fast, much faster than any block cipher. While block ciphers 
operate on large blocks of data, stream ciphers typically operate on smaller units of 
plaintext, usually bits.  
 
     A stream cipher generates key stream (a sequence of bits used as a key). Encryption is 
accomplished by combining the key stream with the plaintext, usually with the bitwise 
XOR operation. The generation of the key stream can be independent of the plaintext and 
cipher text, yielding what is termed a synchronous stream cipher, or it can depend on the 
data and its encryption, in which case the stream cipher is said to be self-synchronizing. 
Most stream cipher designs are for synchronous stream ciphers. 
 
    Block ciphers take more time to encryption or decryption of user’s message. They are 
very secure but fail to meet user’s fast requirement. Stream ciphers were developed to 
overcome above problem and earlier stream ciphers compromise at security level. Later 
designed stream ciphers provide good security by using some non-linear functions. Block 
ciphers need higher hardware requirements for encryption and decryption. They are not 
suitable for small devices who are having limited memory and hardware units, example cell 
phones, they have low memory and low processing units. Generally Stream ciphers are 
developed by using less hardware requirements.  
 
          Traditional stream ciphers consist of three standard pieces: an internal state, a next-
state function and transformation function which converts plaintext to cipher text. The 
internal state is generally small, maybe a hundred bits and can be thought of as the key. The 
next-state function updates the state. The transformation function takes a piece of plaintext 
i.e plaint text block, it mixes with the current state, and produces the same size cipher text. 
The security of this scheme is based on how cryptographically annoying the two functions 
are. Sometimes just one of the functions is cryptographically annoying. In electronic stream 
ciphers, a complicated next-state function is usually combined with a simple transformation 
that takes the low-order bit of the state and XORs it with the plaintext. In rotor machines, 
such as the German Enigma, the next-state function was a simple stepping of various 
rotors, and the transformation function was very complicated. Sometimes both are 
cryptographically complicated. 

         Traditionally, stream cipher algorithms were as simple as possible. These were 
implemented in hardware, and needed as few gates as possible. They had to be fast. The 
result was many designs based on simple mathematical functions: e.g., linear feedback 
shift registers (LFSRs). They were analyzed based on metrics such as linear complexity 
and correlation immunity. Analysts looked at cycle lengths and various linear and affine 
approximations.  

    Recently, stream ciphers underwent something of a renaissance. These new stream 
ciphers were designed for computers and not for discrete hardware. Instead of producing 
output a bit at a time, they produced output a byte at a time (like RC4), or 32 bits at a 
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time (like SEAL or WAKE). And they were no longer constrained by a small internal 
state -- RC4 takes a key and turns it into a 256-byte internal state, SEAL's internal state is 
even larger or tight hardware-based complexity restrictions. 
      We can use a block cipher as a stream cipher, and you can take any stream cipher and 
turn it into a block cipher. The mode you use depends a lot on the communications 
medium OFB or CBC makes the most sense for computer communications with separate 
error detection, while CFB worked really well for radio transmissions and the algorithm 
you choose depends mostly on performance, standardization, and popularity. 
 
 
1.1    Limitations of previous stream ciphers 

Stream ciphers main requirements are fastness (high throughput), less hardware 
implementation cost and power consumption, it is compatible to run on different 
platforms 32-bit, 64-bit or 8-bit processors and security. Stream ciphers for software 
applications with high throughput requirements and stream ciphers for hardware 
applications with restricted resources such as limited storage, gate count. The main 
evaluation criteria for stream cipher likely to be long term security, efficiency 
(performance), flexibility and it needs to meet outside world requirements. 

1. Security is the most important criteria since it is achieve confidence 
2. The performance of the stream cipher in the specified environment is 

important. For software, the range of environments may include 8-bit 
processors (inexpensive smart cards supports only 8-bit processors), 32-bit 
processors (e.g., the Pentium family) to the modern 64-bit processors.  For 
hardware, both FPGAs and ASICs may be considered.  

3. Different stream ciphers will perform best against different profiles; however, 
within any one profile, some flexibility of implementation is likely to be 
important, so that the range of environments in which it can be used is not 
unnecessarily restricted.    

4. Stream cipher is simple to use for ordinary users who is not expert in security 
field. 

 
Already developed stream ciphers SCREAM, PY, SNOW, SOSEMANUK and GRAIN 
are very fast, they take only 2 to 4 clock cycles for a single byte. The above stream 
ciphers fail to meet security requirement (broken).  SCREAM suffer from linear 
distinguish attack and it uses approximately O(2100) output words. PY cipher is suffer 
from distinguish attack on key stream which requires around O(272) bytes of output and 
comparable time. SNOW stream cipher suffers from guess and determine attack, which 
has a data complexity O(24) and process complexity O(2224) and key size is 256 bits. 
SOSEMANUK suffer from guess and determine attack, which requires O(2224) 
computations and its key length 256. GRAIN stream cipher suffer from linear distinguish 
attack with time complexity O(254) when O(251) bits of key stream available. 
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1.2    Motivation of NLFS  
 
Above mentioned stream ciphers (SCREAM, PY, SNOW, SOSEMANUK and GRAIN) 
are fast but broken. Above ciphers use non-linear functions in their design, but those non-
linear functions fail to prevent various attacks.  By using secure non-linear function, we 
can prevent attacks on stream ciphers.  Secure AES non-linear function prevents all attacks 
on AES block cipher except side channel attack. We can use AES non-linear function in 
stream ciphers to meet the security requirement of stream ciphers. 
 
    For software applications different stream ciphers were developed and for hardware 
applications different stream ciphers were developed. We can use same stream cipher for 
software applications as well as hardware applications. So before developing stream cipher 
we have to choose, that is suitable for software applications or hardware applications. 
 
   The ECRYPT NOE(European Network of Excellence for Cryptology) collect the 
software application stream ciphers in profile 1and hardware application stream ciphers in 
profile 2. That organization divides these all stream ciphers into 3 phases and each phase 
having profile 1 and profile 2. Phase 1 contains proposed stream ciphers till March 2006. 
Phase 2 contains all stream ciphers in phase 1 except broken stream ciphers and it includes 
proposed stream ciphers from April 2006 to March 2007. Phase 3 includes all stream 
ciphers in phase 2 except broken stream ciphers and it includes proposed stream ciphers 
from April 2007. 
 
1.3    Contribution of NLFS 
 
   By using AES non-linear function and key generation, I have proposed the design of 
new stream cipher called Non-linear feedback stream cipher (NLFS). NLFS takes two 
similar AES non-linear functions and these two proceed parallelly to generate key-
stream.  Above two non-linear functions distinguished by byte substitution step and value 
based rotation step. These two use different primitive polynomial generated S-box. In 
first non-linear function, value based rotation step left rotate each 8-bit word by its first 3-
bit value and in second non-linear function, value based rotation step right rotates each 8-
bit by its first 3-bit value. 
 
1.4    Thesis outline 
 
   This section briefly explains all sections of thesis.  NLFS is a stream cipher for 
software applications and NLFS structure, performance and its cryptanalysis are 
explained. 
 Abstract:  Abstract explains briefly NLFS stream cipher. Abstract covers newly  
introduced features, non-linearity, strong improvements and internal state of NLFS. 
1. Introduction: This part covers background of NLFS stream cipher, differences 
between block cipher and stream cipher, general properties of stream ciphers and how to 
apply cryptanalysis and general attacks on stream ciphers. 
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1.1 Limitations of previous stream cipher: This section covers requirements of 
software and hardware application stream ciphers, problems of already developed 
stream ciphers and their weakness.  

1.2 Motivation: Earlier stream ciphers use linear feedback shift registers (LFSR) in 
their implementation. Modern stream ciphers improve security by using non-
linear function in their implementation, but these stream ciphers can’t resist all 
attacks. By using secure non-linear function we can prevent attacks on NLFS. 

1.3 Contribution : This part explains how we improve security of stream cipher by 
using AES non-linear function and key expansion algorithm, and primitive 
polynomial generated S-box. 

1.4 Thesis outline: Gives the outline of whole thesis. 
1.5 Survey:   In this section we explain about stream cipher and key stream generator. 

In NLFS we are using AES round function and its key expansion algorithm, so we 
have to understand AES block cipher and its round function. AES is well 
explained in this section. Vernam cipher (one-time pad) is a block cipher and it 
uses random key for encryption as well as decryption side. Stream cipher is origin 
from vernam cipher random key. 
    NLFS meets require fastness and it need to prevent various other attacks 
which compromise security of NLFS. This section explains linear, differential 
and algebraic attacks. 
 

2.  Design of NLFS Stream cipher: In this section we explain whole design of NLFS. It 
takes 128-bit plain-text from message and it is XORed with pseudo random 128-bit key-
stream and generates 128-bit cipher text. Every round NLFS pseudo random key stream 
generator (PRKG) generates 128-bit key-stream. NLFS takes 128-bit secret key and 256-
bit initial vector (IV) and these two are used to initialize internal state and key expansion 
algorithm. It uses two similar AES non-linear function and outputs of these two used to 
update internal state in every round. It uses AES key expansion algorithm. In this section 
we explained synchronous and self synchronous modes. 
3. Randomness testing of NLFS key-stream generator: Security of NLFS stream 
cipher mainly depending on randomness of key stream generation. We take 40,000 key-
streams ( i.e… O(222) bits) as sample. We test repetition test, 1-bit, 2-bit, 4-bit and 8-bit 
frequency test.  
 
4. NLFS security: in this section we prove how NLFS prevents linear, differential and 
algebraic attacks. 

   Linear cryptanalysis: we construct linear approximation table for x8+x6+x5 + x3+1 and 
from   this table we explained how NLFS prevents linear cryptanalysis. 
 Differential cryptanalysis: we construct difference distribution table for x8+x6+x5 + x3+1 
polynomial generated S-box and from this table we explain how NLFS prevents differential 
cryptanalysis.  
5. Conclusion:  in conclusion part we explain advantages and disadvantages with NLFS 
stream cipher, how it overcomes previous stream ciphers limitations. 
6. References: we list out all references; those are directly or indirectly helpful to this 
thesis. And references numbers are shown in “[ ]”. Most of the important material got from 
ECRPT website. 
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1.5   Survey 
 
     In the world of cryptography, stream ciphers are known as primitives used to ensure 
privacy over a communication channel. One common way to build a stream cipher is to 
use a keystream generator to produce a pseudorandom sequence of symbols. In such 
algorithms, the ciphertext is the sum of the keystream and the plaintext, resembling the 
one-time pad principal.  
 
    In recent years, many designs of stream ciphers have been proposed in an effort to find 
a proper candidate to be chosen as a world standard for data encryption. That potential 
candidate should be proven good by time and by the results of cryptanalysis. Different 
methods of analysis, in fact, explain how a stream cipher should be constructed. Thus, 
techniques for cryptanalysis are also important. 
 

1.5.1 Overview of cryptography 
       Around 1900 B.C., ancient Egyptians started to modify symbols to ensure the 
privacy of a message. Later, in 600-500 B.C., ancient Jews created a cryptosystem, 
“Atbash”, which is now known as a substitution cipher. The idea is simple: every letter is 
substituted with another letter from the same alphabet. One of the best known ancient 
encryption methods is the Caesar cipher from around 100-44 B.C., where every letter is 
substituted by the third next letter of the alphabet. The dictator of the Roman Empire, 
Gaius Julius Caesar, used this encryption method to protect his messages and orders from 
curious eyes. While some people were hiding their secrets, other curious creatures were 
breaking the codes. This “game” perhaps started with the Chinese manuscript “Art of 
War”, written by Sunzi around 500 B.C. Besides the descriptions of tactics and strategies 
of a war, the book also gives the basic methods of information analysis. The science of 
analysis of codes is called cryptanalysis. 
     Evaluation of cryptography in the last 2000 years was significantly faster than before. 
In the 15th century, Italian mathematician Leo Batista Alberti made the first mathematical 
model of cryptography. He also created the first machine for encryption, and future 
cryptographic systems were based on his ideas, before modern computers were invented. 
In the 18th century, Thomas Jefferson, the third president of the USA and a scientist, 
invented a device in a cylindrical form for encryption. That mechanical device allowed 
application of tens of different encryption methods, and it was used until the Second 
World War. In the 18th century, the English spy agency started to use invisible ink based 
on milk. The information is revealed when the paper is heated. This kind of encryption 
was also used by Lenin the father of the Russian Red Revolution in 1917. While in a 
prison, he was writing this message by milk between texts in books, and then his 
revolutionary comrades could read them. 
    The history of modern cryptography perhaps began in the 1920s, when a group of 
German scientists created the device “Enigma” this was, in fact, the first specialized 
computer for encryption. Three years later the mechanism of Enigma was discovered by a 
group of British scientists, secretly formed on purpose for this investigation. A few years 
later, Enigma was adopted for encryption for almost all correspondence of the German 
army, navy, air force, Gestapo, and other official departments. That device was widely 
used during the World War II. The fundamental break of the Enigma system was made in 



 

13 
 

Warsaw, Poland, in 1932 by Marian Rejewski. This and other results allowed breaking 
Enigma and cut the War by one-two years, and saved millions of lives. This historical 
example clearly shows the importance of cryptography and cryptanalysis in the 21st 
century. 
         Nowadays, information technology and communication are a deeply integrated part 
of our life. People use mobile phones, Internet, banking systems, and other services. 
More generally, communication can exist wherever a channel can be established. A 
channel can be regarded as an information provider; it can be a wire, air, light, waves, 
etc. However, a channel can be secure or insecure, depending on who can “listen” to it. If 
the actual information going through the channel can be understood only by intended 
recipients, then the channel is secure. Otherwise, if someone else can understand the 
actual information, the channel is called insecure. 

 
                                                              Figure 1. 
                             Place of cryptography in communication system 
A typical path for information going through the channel is shown in above figure 1 and 
has four main stages: 
 
1. Source Coding: removes the redundancy from the source such that the information is 
compressed. Typical examples of source encoders are compression algorithms such as 
ZIP, ARJ, and RAR. Source coding is also used to compress media in formats JPEG, 
AVI, and other applications. Decoding reverses the compression of the information. 
 
2. Encryption: After the redundancy is removed, encryption is performed to ensure the 
privacy of the communication. The encryption method, a cipher, takes the input plaintext 
and produces an encrypted message called ciphertext. 
Usually, the sizes of the plaintext and the ciphertext are the same. Encryption and 
decryption methods are typical subjects in cryptography. 
 
3. Channel coding: some portion of redundancy is added to the input data stream for 
detecting and correcting digital errors that occur during the transmission. Error correcting 
codes are used, for example, in media compact discs, mobile communication, and other 
applications. 
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4. Modulation: is the process where in a radio frequency or light wave’s amplitude, 
frequency, or phase is changed in order to transmit the information through the channel. 
The role of cryptography is to make an insecure channel secure. The information 
transmitted through the channel is first encrypted, so that it can be understood only by 
those who are supposed to know a secret algorithm or a procedure that reverses the 
encryption. This procedure is also called decryption. 
 
        Cryptography can be applied in many ways, providing different services. Below we 
describe the most important services that are used in real applications. They are: data 
confidentiality, user authentication, data integrity, and non-repudiation of origin. 
 
Data Confidentiality: This service is, perhaps, the oldest and the best known. Every 
person has some sensitive information that he would not like to broadcast to everyone. 
Data confidentiality guarantees access to the information only to authorized people. 
 
User Authentication:  the authentication service is concerned with assuring that a 
communication is authentic. When logging onto a computer one has to enter the login 
name and the password to make the operation system recognize him as a user. Or, when 
using an ATM machine to withdraw money, the client is usually asked to type his 4-digit 
pin code. In another situation, when two people want to establish communication, they 
often first need to prove to each other that they are indeed who they claim to be. All these 
situations require a special mechanism of authentication. Authentication can be done in 
many ways. The person can identify himself if he knows something (e.g., password, pin 
code), or is an identifier (e.g., fingerprints, eyes, other biometrics).    
 
Data Integrity:  The data integrity service guarantees that the information sent through 
the channel is not modified. This service itself is useless unless the recipient knows who 
the sender is. Therefore, data integrity is usually combined with the data origin 
authentication, which guarantees that the person who claims his authority is really the 
sender of the message.  
 
      In a digital communication system one should be alerted to an intruder who listens to 
the channel and modifies the information that is going through (an active attack). For 
example, e-mail communication is usually not secure; one could generate an e-mail to 
some person A that looks as though it was sent from another person B.  Cryptography 
solves these problems as well. For the data integrity service hash functions and/or 
message authentication, codes as well as digital signatures can be used. Digital signatures 
additionally guarantee nonrepudiation of origin, a very important concept in cryptology. 
It means that the author of the message cannot later deny his responsibility. 
 
           Cryptographic primitives are those building blocks that are used to provide 
cryptographic services. In Figure2 the taxonomy of cryptographic primitives is shown. 
Primitives can be divided into three categories: unkeyedprimitives, symmetric key 
primitives, and public key primitives. In this thesis, we focus in detail on symmetric key 
stream ciphers, in particular on stream ciphers. They will be defined and described in the 
next section. Below we briefly describe security primitives. 
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                                                   Figure 2. 
                                           Cryptography primitives  
 
Unkeyed Primitives: Unkeyed primitives are used to support such services as 
authentication and data integrity. These primitives are, for example, one-way 
permutations, hash functions, and others. Hash functions or compression functions have 
received a lot of attention in modern cryptography. It takes a long input sequence of a 
message, and produces a short fixed length string, which is usually referred to as a 
message digest, checksum or a digital fingerprint. Hash functions provide services such 
as integrity and digital signing.  
     
Symmetric Key Cryptography (SKC):  SKCs are used to provide services like data 
confidentiality and non-repudiation of origin. This class of primitives contains such 
primitives as block ciphers and stream ciphers. Symmetric primitives are algorithms that 
use the same key on both the sender and the receiver sides. Symmetric ciphers are ones 
of such algorithms. When given the plaintext, they produce the ciphertext in accordance 
to the secret key. On the receiver side, they are used to decrypt the ciphertext back into 
the plaintext. 
 
     In a communication scheme where symmetric primitives are used both the sender and 
the receiver use the same key K, Ke = Kd = K  which is sent via some secure channel in 
advance before the communication has begun . Therefore, these primitives are called 
symmetric.  
 
   It is not always possible to have a secure channel for key distribution. To overcome this 
problem, there exist various key exchange protocols, to set up a symmetric key. These 
protocols and methods are slow and likely to be used only for sending short messages, 
such as a key, and should not be used for encryption of large messages, e.g., large files, 
pictures, etc. 
 
Public Key Cryptography (PKC): PKC uses two keys, a public key and a private key, 
to implement an encryption algorithm that does not require a trusted third party. Thus, 
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public key primitives can be used for key exchange protocols, digital signing, and other 
purposes. 
 
                     
1.5.2 Block ciphers 

     A block cipher is a type of symmetric-key encryption algorithm that transforms a 
fixed-length block of plaintext (unencrypted text) data into a block of ciphertext 
(encrypted text) data of the same length. This transformation takes place under the action 
of a user-provided secret key. Decryption is performed by applying the reverse 
transformation to the ciphertext block using the same secret key. The fixed length is 
called the block size, and for many block ciphers, the block size is 64 or 128 bits.  

      Far more effort has gone into analyzing block ciphers. In general, they seem 
applicable to broader range of applications than stream ciphers. The vast majority of 
network based conventional cryptographic applications make use of block ciphers.  

  
Diffusion and Confusion:  The terms diffusion and confusion were introducing by 
Shannon to capture the two basic building blocks for any cryptography system. In 
diffusion, the statistical structure of the plaintext is dissipated into long-range statistics of 
the ciphertext. This is achieved by having each plaintext digit affect the value of many 
ciphertext digits. In confusion, seeks to make the relationship between the statistics of the 
ciphertext and the value of the encryption key as complex as possible, again to thwart 
attempts to discover the key. 
 
  1.5.2.1    AES block cipher 
 
     AES is a symmetric block cipher adopted as encryption standard. AES cipher 
designed to satisfy these following characteristics 1) resistance against all known attacks 
2) speed and code compactness on a wide range of platforms 3) design simplicity. The 
input to the encryption and decryption algorithm is a single 128-bit block. In AES key 
size is 16, 24 and 32 bytes. 

 
Key size 16  24 32 
Plaint text block size 16 16 16 
Number of rounds 10 12 14 
Round key size 16 16 16 

                                      Table 1. 
      AES generally uses 10 rounds and 128-bit key. AES non-linear function having four 
different stages 1) Add Round key 2) Substitution bytes 3) shift Rows 4) Mix column.  
 



 

17 
 

 
Figure 3. 

AES encryption and decryption. 
 

                                         Figure 4 
                                  AES encryption round 
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Add round key step: In the AddRoundKey step, the subkey is combined with the state. 
For each round, a subkey is derived from the main key using Rijndael's key schedule; 
each subkey is the same size as the state. The subkey is added by combining each byte of 
the state with the corresponding byte of the subkey using bitwise XOR. 
 

 
                                       Figure 5. 
                                  Add Round Key stage. 
 
 The Substitute bytes step: In the SubBytes step, each byte in the array is updated using 
an 8-bit S-box. This operation provides the non-linearity in the cipher. The S-box used is 
derived from the multiplicative inverse over GF(28), known to have good non-linearity 
properties. To avoid attacks based on simple algebraic properties, the S-box is 
constructed by combining the inverse function with an invertible affine transformation. 
The S-box is also chosen to avoid any fixed points (and so is a derangement), and also 
any opposite fixed points.  
 

 
                                                      Figure 6. 
                                                   Byte substitution stage. 
 
Shift row step: The ShiftRows step operates on the rows of the state; it cyclically shifts 
the bytes in each row by a certain offset. For AES, the first row is left unchanged. Each 
byte of the second row is shifted one to the left. Similarly, the third and fourth rows are 
shifted by offsets of two and three respectively. For the block of size 128 bits and 192 
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bits the shifting pattern is the same. In this way, each column of the output state of the 
ShiftRows step is composed of bytes from each column of the input state. (Rijndael 
variants with a larger block size have slightly different offsets). In the case of the 256-bit 
block, the first row is unchanged and the shifting for second, third and fourth row is 1 
byte, 3 byte and 4 byte respectively - although this change only applies for the Rijndael 
cipher when used with a 256-bit block, which is not used for AES. 
 

 
                                           Figure 7. 
                                                            Shift row step. 
 
The Mix Column step: In the MixColumns step, the four bytes of each column of the 
state are combined using an invertible linear transformation. The MixColumns function 
takes four bytes as input and outputs four bytes, where each input byte affects all four 
output bytes. Together with ShiftRows, MixColumns provides diffusion in the cipher. 
Each column is treated as a polynomial over GF(28) and is then multiplied modulo x4 + 1 
with a fixed polynomial c(x) = 3x3 + x2 + x + 2. The MixColumns step can also be viewed 
as a multiplication by a particular MDS matrix in Rijndael's finite field. 
 

 
Figure 8. 

Mix Column  step. 
 

Attacks on AES: it suffers from side channel attacks and cache timing attacks. 
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Side channel attacks: do not attack the underlying cipher, but attack implementations of 
the cipher on systems which inadvertently leak data. There are several such known 
attacks on AES. These concentrate on hardware rather than software. 
 
Cache timing attack:  several software side-channel attacks based on inter-process 
leakage through the state of the CPU’s memory cache. This leakage reveals memory 
access patterns, which can be used for cryptanalysis of cryptographic primitives that 
employ data-dependent table lookups. The attacks allow an unprivileged process to attack 
other processes running in parallel on the same processor, despite partitioning methods 
such as memory protection, sandboxing and virtualization. 
 
1.5.3    Stream cipher  
 
     Stream ciphers are important primitives for ensuring privacy in communication. For 
one example, they are widely used in telecommunication applications. It is believed that 
stream ciphers can be secure, efficient, and small in implementation, and better than 
block ciphers in these aspects.  
 
1.5.3.1   Inspiration from the one-time pad  
 
   Stream ciphers can be viewed as approximating the action of a theoretically 
unbreakable cipher, the one-time pad (OTP), sometimes known as the Vernam cipher. A 
one-time pad uses a keystream of completely random digits. The keystream is combined 
with the plaintext digits one at a time to form the ciphertext. This system was proved to 
be theoretically secure by Shannon in 1949. However, the keystream must be (at least) 
the same length as the plaintext, and generated completely at random. This makes the 
system very cumbersome to implement in practice, and as a result the one-time pad has 
not been widely used, except for the most critical applications. 
 
 
1.5.3.2 General Structure of Stream Ciphers 
   Every stream cipher must have internal state and update function or next state function 
to update above internal state for next round. Initially it take initial vector (IV), key and 
generates long keystream z, also known as a pseudo-random sequence. The definition of 
the keystream can be stated as follows. 
 
Definition  (Keystream): The finite state machine of almost any stream cipher working 
over some alphabet A produces a long sequence z of symbols z1, z2, . . . , zn from the 
same alphabet A, i.e., zn = z1, z2, . . . , zn, zi  E  A, i = 1, 2, . . ., n. 
 
     This sequence is called the keystream, and is combined with the plaintext to produce 
the ciphertext. The combining function of the plaintext and the keystream is usually just a 
simple exclusive or (XOR, ) operation. If the keystream would be completely random, 
such a stream cipher is “unbreakable”. However, that can only happen if we use one-
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timepad. Stream ciphers instead try to generate a keystream z that looks as random as 
possible, seeded with the secret key K.  
   Most of stream ciphers can be classified as synchronous and self-synchronizing. 
 
1.5.3.3 Synchronous stream ciphers  
 
A typical structure of a synchronous stream cipher is shown in below Figure 9. 

 
                                                  Figure 9. 
                                    General structure of  synchronous stream cipher. 
 
   A synchronous stream cipher (SSC) is a finite state machine, the update function that 
receives the secret key K, but independent of the plaintext and the ciphertext. A SSC 
consists of 
    • Internal state, σt, denotes the value of the internal state at time t. 
    • Initialisation function, Init(·), is applied to set up the initial value of the IS σ0. 

  • Update function, f(·), is the function updating the IS in the FSM, perhaps, depending  
on the key K, i.e.,        σt+1 = f(σt,K), at time t = 0, 1, . . . . 

   • Keystream function, g(·), decides the output symbol as a function of the internal state, 
perhaps, depending on the key K, i.e.,   zt = g(σt,K), at time t = 0, 1, . . . . 

   • Output function, h(·), is the function combining the keystream and the plaintext, 
resulting in the ciphertext, i.e., 

ct = h(mt, zt), at time t = 0, 1, . . . .) 
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The part that produces the keystream is called a keystream generator (KSG). Note that on 
the decryption side the keystream is generated in the same way as for the encryption, and 
it is only required that the output function h is invertible.  
 
      Synchronous stream ciphers have a problem with synchronization in communication. 
If one symbol is lost or inserted during the transmission, then all the consecutive message 
symbols will be decrypted wrong. This problem can be solved by using frames of the 
ciphertext, with a synchronization process between the frames, usually involving a 
special tag sequence. The size of one frame is fixed and the plaintext is encrypted 
portionally, one frame after another. One frame usually consists of a frame number and 
encrypted block of data. Before the encryption of one frame of information a stream 
cipher is reinitialised with the secret key and an initial value, which can be derived from 
the frame counter via some publicly known function. 
 
     A frame is a block of a ciphertext of a fixed length. A synchronization procedure is 
included between the frames with the purpose to prevent loss of information in the 
communication channel. 
 
    An Initial value (IV) is  same as nonce or frame counter. This is a publicly known 
parameter for the initialisation procedure of a cipher, directly calculated from the frame 
counter, or set up publicly by agreement of the communication parties. An IV value 
should be used only once for a fixed key.   To establish a secure communication channel 
Alice and Bob may have to share a secret key via some key exchange protocol. This 
exchange procedure might take a long time. Therefore, the initialisation process should 
additionally accept the initial value as a parameter. In this way we can generate many 
keystreams from the same key. 
 
1.5.3.4 Self synchronous stream ciphers 
 
          The synchronisation problem involved with synchronous stream ciphers can also 
be solved with the use of self-synchronization stream ciphers (SSSC). 
 
 Definition (Self-Synchronizing Stream Ciphers): A self-synchronizing stream cipher 
is one in which the keystream is generated as a function of the key and a fixed number of 
previous ciphertext digits. 
 
        The main property of an SSSC is that the internal state is fully determined from d 
consecutive symbols of the ciphertext. Thus, mistakes like loss or insertion of a symbol 
will only have an influence on the following d symbols, and then continue to encrypt the 
message correctly. 
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                                                           Figure 10 
                                               Self synchronous stream cipher  
 
 
1.5.3.5     Pseudo-Random Number Generators 
         The design of a good synchronous stream cipher usually means designing a good 
pseudo-random number generator (PRNG), which is then used as a keystream generator. 
One common model of a synchronous stream cipher with a PRNG is shown in Figure 11. 
The similarity of this structure to the one shown in Figure is as follows. The structural 
part of a stream cipher works independently (from the key, the plaintext, the ciphertext 
and the keystream) after the initialisation process, and generates the keystream without 
the use of the secret key, and is called a pseudo-random number generator. Thus, a 
PRNG is equivalent to a keystream generator. 

     
                                                            Figure 11 
                                                   Pseudo-Random Number Generator 
   
 Definition (Truly Random Number Generator): A truly random number generator 
(TRNG) is an oracle that produces independent numbers (or samples) from some alphabet 
A in an unpredictable and non-repeatable way.         



 

24 
 

    There are many good physical devices that generate random numbers with properties 
close to a TRNG. These include such phenomena as radioactive decay , thermal noise , 
and others. However, although these generators are good for simulations in statistics, they 
do not satisfy the following important and required property for a random number 
generator to be used in cryptography: the random sequence must be possible to repeat. 
This statement basically means that the process must be deterministic in some way, i.e., 
repeatable.  
 
Definition (Pseudo-Random Number Generator (PRNG)): A pseudo-random 
generator (PRNG) is a deterministic algorithm that attempts to produce samples from 
some alphabet A that looks independent and uniformly distributed. It tries to behave as 
close to a TRNG as possible. A PRNG has a seed as its initialization parameter, and 
always produces the same sequence of numbers for the same seed. 
 
    However, the practice of design and analysis shows that it is not so easy to make such 
a good PRNG. A good PRNG should meet a set of statistical requirements: 
 
1. Period length. Since PRNG is a finite state machine, it means that sooner or later it 
will reach a state where it has already been before (not necessarily the state that we have 
started from). The deterministic procedures of generating the next value of the internal 
state will assure that PRNG will produce a sequence that has a period of some length. 
One important requirement is that this period should be large enough. 
 
2. Statistical Properties. Output symbols should be uniformly distributed, i.e., for binary 
symbols the probability of 0 and 1 should be 1/2 for both. Moreover, the joint distribution 
of two or more bits in a window of the keystream should be the uniform distribution. 
Finally, any linear combination of output bits should be from the uniform distribution as 
well. There are a variety of statistical tests addressing these issues, such as the frequency 
test, the serial test, the poker test, the gap test, Diehard tests, Maurer’s universal 
statistical test, the autocorrelation test, and others. 
 
      Let us look at a very simple PRNG of the form 
                                                    Ni+1 = (A · Ni + B) mod C, 
    where Ni is the output symbol and the internal state of the generator, and A,B and C are 
parameters. Let  A = 2, B= 3, C= 19. Then we have the following periodical sequence of 
numbers, which is supposed to “look random”: [0, 3, 9, 2, 7, 17, 18, 1, 5, 13, 10, 4, 11, 6, 
15, 14, 12, 8]. 
 
    A PRNG plays a role as a key-stream generator in synchronous stream ciphers, where 
the pair of a key and an IV of the cipher is used as a seed for the PRNG. 
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1.5.4       Cryptanalysis  
        
      In the ancient time during the golden age of the Islamic civilization, many foreign 
manuscripts were brought to Baghdad and placed at the great Arab libraries. Some of the 
manuscripts were encrypted, which motivated work to break the ciphers and reveal the 
information within.    Perhaps, the first significant cryptanalysis that gave birth to the 
science of code breaking is the attack on the substitution cipher from the 9th century, 
carefully described by the scientist Abu Yusuf “Ya qub ibn Is-haq ibn as-Sabbah ibn 
omran ibn Ismail al-Kindi”  in his manuscript “On Deciphering Cryptographic Messages 
, rediscovered in 1987 in the “Sulaimaniyyah Ottoman Archive in Istanbul”. This 
manuscript describes the oldest cryptanalysis method – frequency analysis. 
 
       In the Arabic language the most frequent letters are ‘a’ and ’l’, and in English they 
are ‘e’, ‘t’, and ‘a’. If the message is encrypted with the substitution cipher, then the 
encrypted letters will have the same statistic as their original letters. Throughout history, 
people was sure that hiding the algorithm of a cryptosystem would ensure the privacy. 
However, history tells us that this is not a good basis for security. Many algorithms were 
revealed even when they were hidden, such as the historical Enigma, and the more 
modern example of A5/1. There is an important principle for a cryptanalysis called 
Kerchoff’s Principle. 
 
     The security of the encryption scheme must depend only on the secrecy of the key, 
and not on the secrecy of the algorithm. This principle is the first starting point for 
cryptanalysis. Analysis of a cryptosystem begins with the assumption that the encryption 
algorithm is known. 
 
    Cryptanalysis is the study of methods for obtaining the meaning of encrypted 
information, without access to the secret information which is normally required to do so. 
Typically, this involves finding the secret key. In non-technical language, this is the 
practice of codebreaking or cracking the code, although these phrases also have a 
specialised technical meaning. The area of cryptography and cryptanalysis together called 
cryptology. 
    
Attack Scenarios: Below we explain various types of cryptanalytic attacks, based on 
the amount of information known to the cryptanalyst. The most difficult problem is 
presented when all that is available is the cipher text only. In some cases, not even the 
encryption algorithm is known, but general cases we can assume that the opponent does 
know the algorithm used for encryption. 
 
 Ciphertext only attack: In this scenario Eve has only the ciphertext and tries to analyse it 
to receive some information from it. It could be a proof or a disproof for some hypothesis 
stated, or even the secret key recovering. This attack is the most common to think about 
when one is talking about code breaking. 
 
 Known plaintext attack: Eve knows both the ciphertext and the corresponding plaintext. 
This is the most common scenario in modern cryptanalysis. 
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Chosen plaintext attack: In this case Eve chooses the messages to be sent, and then gets 
the corresponding ciphertext. 
 
Chosen ciphertext attack: In this scenario Eve has temporary access to the decryption 
device, and chooses herself ciphertext to be decrypted receiving the corresponding 
plaintext.   
 
Success Criteria: The results of cryptanalysis could be one of the following. 
 Total break, ( or a key-recovering attack): when the secret key is recovered, and then the 
rest of the message is known as well. This is the most desirable result, but could 
sometimes be difficult to achieve. 
Partial break: which helps to reduce the search space for the secret key. 
 Information deduction: which allows Eve to get some partial information about the 
plaintext. 
 
Complexity Issues: When we are talking about cryptanalysis of a cipher, we often 
compare attacks. This comparison is basically depends on the complexity of an attack. 
Here three categories can be examined. 
 
 Time complexity CT: is the number of simple operations that have to be performed to 
complete the attack, in average. We say that an attack is successful if CT is less than the 
complexity of a brute-force attack. 
Memory complexity CM: is the amount of operation and storage memory required to 
fullfil the attack. 
Data complexityCD: is the amount of data (keystream, ciphertext) that is required for the 
attack. 
 
We assume standard inequalities of these complexities CT ≤ CD, CT ≤ CM. Sometimes, 
we distinguish between two phases of an attack: the precomputation and the evaluation 
phases. For the precomputation phase, time complexity larger or close to the complexity 
of the brute-force attack can be allowed. In academic sense, a cipher is said to be 
“broken” if it does not satisfy the advertised security level. The security level is often 
chosen to be the complexity of a brute-force attack, i.e., time complexity around 2l, 
where l = log2 |K| is the size of the secret key in bits. 
 
1.5.4.1   Linear cryptanalysis. 
 
     In cryptography, linear cryptanalysis is a general form of cryptanalysis based on 
finding affine approximations to the action of a cipher. Attacks have been developed for 
block ciphers and stream ciphers. Linear cryptanalysis is one of the two most widely used 
attacks on block ciphers; the other being differential cryptanalysis. 
 
         Linear cryptanalysis tries to take advantage of high probability occurrences of linear 
expressions involving plaintext bits, "ciphertext" bits (actually we shall use bits from the 
2nd last round output), and subkey bits. It is a known plaintext attack: that is, it is 
premised on the attacker having information on a set of plaintexts and the corresponding 
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ciphertexts. However, the attacker has no way to select which plaintexts (and corresp-
onding ciphertexts) are available. In many applications and scenarios it is reasonable  to 
assume that the attacker has knowledge of a random set of plaintexts and the correspo-
nding ciphertexts. 
 
      The basic idea is to approximate the operation of a portion of the cipher with an 
expression that is linear where the linearity refers to a mod-2 bit-wise operation (i.e., 
exclusive-OR denoted by ). Such an expression is of the form: 
 

Xi1 Xi2 .… Xiu  Yj1 Yj2 …. Yjv=0         ……….. (1) 
 
where Xi represents the i-th bit of the input X = [X1, X2, ...] and Yj represents the j-th bit of 
the output Y = [Y1, Y2, ...]. This equation is representing the exclusive-OR "sum" of u 
input bits and v output bits. 
 
    The approach in linear cryptanalysis is to determine expressions of the form above 
which have a high or low probability of occurrence. (No obvious linearity such as above 
should hold for all input and output values or the cipher would be trivially weak.) If a 
cipher displays a tendency for equation (1) to hold with high probability or not hold with 
high probability, this is evidence of the cipher’s poor randomization abilities. Consider 
that if we randomly selected values for u + v bits and placed them into the equation 
above, the probability that the expression would hold would be exactly 1/2. It is the 
deviation or bias from the probability of 1/2 for an expression to hold that is exploited in 
linear cryptanalysis: the further away that a linear expression is from holding with a 
probability of 1/2, the better the cryptanalyst is able to apply linear cryptanalysis. we 
refer to the amount by which the probability of a linear expression holding deviates from 
1/2 as the linear probability bias. Hence, if the expression above holds with probability 
pL for randomly chosen plaintexts and the corresponding ciphertexts, then the probability 
bias is pL – 1/2. The higher the magnitude of the probability bias, |pL– 1/2|,  the better the 
applicability of linear cryptanalysis with fewer known plaintexts required in the attack. 
 
     There are several ways to mount the attack of linear cryptanalysis.  we shall focus on 
what Matsui calls Algorithm 2 [11]. The probability pL   that the linear expression (1) 
holds. If   pL=1 then linear expression (1)   is a perfect representation of the cipher 
behavior and the cipher has a catastrophic weakness. If  pL=0 , then (1)  represents an 
affine relationship in the cipher, also indicate catastrophic weakness. An affine function 
is the complement of linear function and both approximations indicated by pL > 1/2 and 
pL < ½, respectively. 
 
     Here we explain linear and differential cryptanalysis on basic Substitution-
Permutation Network (SPN) architecture. It have 1) substitution, 2) permutation, 3) key 
mixing and it using 4X4 S-box in substitution stage.  We can express non-linearity of S-
box, by using linear approximations between sets of input and output of bits in S-box. In 
above equation (1) Xi represents input of S-box and  Yi represents output of S-box. 
Before considering the attack in any more detail on the overall cipher, we first require 
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knowledge of the linear vulnerabilities of an S-box. Consider the S-box representation of 
Figure 12  with input X = [X1 X2 X3 X4] and a corresponding output Y = [Y1 Y2 Y3 Y4]. 
All linear approximations can be examined to determine their usefulness by computing 
the probability bias for each. Hence, we are examining all expressions of the form of 
equation (1) where X and Y are the S-box input and outputs, respectively. 

 
Figure 12 

Basic SPN S-box. 
For example, for the S-box used in SPN cipher, consider the linear expression 

              X2 X3 Y1 Y3 Y4 =0  or equivalently X2 X3 = Y1 Y3 Y4 . 
Applying all 16 possible input values for X and examining the corresponding output 
values Y, it may be observed that for exactly 12 out the 16 cases, the expression above 
holds true. Hence, the probability bias is 12/16−1/2 = 1/4.   Similarly for equation  
X1 X4=Y2 , it is probability bias is 0. However, the success of attack is based on large 
magnitude of the bias in linear approximation table. 

 
                                                                          Table 2 
                                                        Sample linear approximation of S-box 
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                                                                          Table 3 
                                                         Linear approximation table 
We use following approximations of S-box: 

  S12:  X1 X3 X4=Y2   with probability 12/16 and bias +1/4 
S22:  X2=Y2 Y4             with probability 4/16 and bias -1/4 
S22:  X2=Y2 Y4                  with probability 4/16 and bias -1/4 
S22:  X2=Y2 Y4                   with probability 4/16 and bias -1/4 

By solving above linear approximation equations, we can get secret key information. 
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2. Design of  NLFS stream cipher 

      NLFS (Non-linear feedback stream cipher) is a fast and secure stream cipher for 
software applications. This stream cipher uses AES secure non-linear function and AES 
key generation. NLFS uses primitive polynomial generated S-boxes in byte substitution 
step. NLFS uses two similar AES round functions and these two proceed parallelly to 
produce key-stream. Non-linear function of NLFS have  AES non-linear function steps 
add-round  key, byte substitution, mix column, shift rows and it extra includes value-
based rotation.  (Byte substitution stage distinguished these two non-linear functions). 
 
      NLFS takes 256-bit Initial vector and 128-bit key. NLFS contain huge internal state 
1024-bits and these 1024-bit internal state divide into two 512-bit buffers A and B (refer 
to figure 13) both are non-linear buffers i.e. both are updated by non-linear functions 
output. Internal state initialized by secret key and initial vector (IV). The outputs of both 
non-linear functions are XORed and generates 128-bit key stream. Key generation 
algorithm generate two round keys for every round and this sub key added to input 
selected from buffers in add round step in non-linear function. 
 
    NLFS have two modes basic mode that is synchronous mode and self synchronous 
mode. In synchronous mode key stream is independent of plain text and cipher text, in 
self-synchronous mode key stream generation depending on cipher text. In self-
synchronous mode generated key-stream update first 512-bit buffer-A and cipher text 
update the second buffer-B, remain everything is  same in self-synchronous mode. 
        

Symbol  denotes 

 XOR 
<<< Bit-wise left rotation 
>>> Bit-wise right rotation 
Prefix ’0x’ Hexa decimal numbers. 

                                                   
Table 3. 

Symbol  table. 
 

      In this stream cipher each unit size is 8-bit and buffer size is 512-bit so it has 64 units. 
And total internal state has 128 units. Generally in other stream ciphers takes unit size as 
64 or 32 bit and advantage of taking 8-bit unit size buffer updation will done more 
efficiently than other unit sizes like 32-bit and 64-bit. 
 
     In encryption side and decryption side key stream generator is same and in same order 
key-stream sequence generates. In encryption side each 128-bit plaintext XOR with 128-
bit generated key-stream, generates 128-bit cipher text. in decryption side each 128-bit 
cipher text XOR with 128-bit cipher text XOR  with 128-bit key-stream and generates 
128-bit plain-text. 
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Input parameters:  NLFS takes two inputs 256-bit initial vector and 128-bit key from 
user. Also user has to select two s-boxes from available 16 primitive polynomial 
generated S-boxes. A new initial vector (IV) is used for each new message. 
  
 Buffer initialization:  This stream cipher uses huge internal state 1024-bits and these 
1024 –bits divided into two buffers A and B (refer to figure 13).Buffer A initialized by 
256-bit initial vector. Buffer B initialized by both initial vector and 128-bit key.  

Figure 13 
Synchronous mode(encryption side). 

                             
Buffers updation :  Internal state updation mainly effect the security of stream cipher.  
NLFS efficiently update internal state by two non-linear functions output. Buffer A 
updated by 2nd non-linear function output and buffer B updated by 1st non-linear 
function output. Internal state of NLFS is updated by non-linear function output nearly all 
bits affected and full updation of internal state prevents guess and determine (GD) attack. 
 
Key-stream generation:  key-stream is get from XOR of two non-linear functions 128-bit 
output.  
 
 Key expansion algorithm: 128-bit key initializes key expansion algorithm. This is 
similar to AES key expansion but here every round takes 2 different sub-keys gives to 
two non-linear functions.        
 
Initial setup rounds: Before generating first 128-bit key-stream, NLFS key-stream 
generator needs to perform 16 initial rounds and here internal state updated by non-linear 
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functions output and KeyExpansion algorithm generate 3 sub-keys for every round. 
These 16 initial setup rounds avoid key and initial vector leakage.  
 
Cipher text generation: 128-bit plaintext is taken from message and 128-bit key-stream 
is taken from key-stream generation. NLFS output function performs XOR of those two 
and generates 128-bit cipher text. If message is not multiple of 128-bit then padding will 
takes place i.e... last block not have 128-bits and remaining bits filled by blank spaces.  
 
 
2.1 Non-linear function 
 
     Non-linear function of NLFS have  AES non-linear function steps add-round  key, 
byte substitution, mix column, shift rows and it extra includes value-based rotation. First 
non-linear function takes filtered 128-bit from first buffer-A and second non-linear 
function from second buffer-B. first non-linear function update second buffer-B and 
second non-linear function update first buffer-A. 
 
Add round key step: it computes XOR of filtered 128-bit of 512-bit buffer and 128-bit 
sub key supplied by key expansion algorithm. Two non-linear functions take two separate 
128-bit sub keys from key expansion algorithm. First non-linear function take filtered 
128-bit from first buffer-A and second non-linear function take filtered 128-bit from 
second buffer-B. 
 
Byte substitution: in this step two non-linear functions use two different primitive 
polynomial generated S-boxes, instead of AES irreducible polynomial (x8+x4+x3+x+1) 
generated S-box. Primitive polynomial generated s-box is secure than AES s-box and 16 
primitive polynomials existing with degree 8 so 16 primitive polynomial generated s-
boxes are available. Selection of s-boxes automatically done by 128-bit secret key is last 
4-bit nibble. 
 
Shift rows:  it takes 4X4  byte matrix from byte substitution step. 

• In first non-linear function, 1st row no change, 2nd row one circular left shift, 3rd 
row two circular left shift and 4th row three circular left shift. 

• In second non-linear function 1st no change, 2nd row one circular right shift, 3rd 
row two circular right shift and 4th row 3 circular right shift. 
 

Mix column: This step operates on each column individually. Each byte of a column is 
mapped into a new value that is a function of all four bytes in that column. Same MDS 
(maximum distance separable) is used both non-linear functions. In this step performs 
multiplication of state matrix and MDS matrix. 
   
Value based rotation step: in this step it shuffles bits with in byte and shift rows step 
shuffle bytes. It takes each 8-bit unit and it is rotate by its first 3-bit (decimal) value. 
Value based rotation step first and second non-linear functions left and right rotates each 
8-bit respectively. For example “10100110” word left rotate by 5(101) times in first non-
linear function and in second non-linear function “11001110” right rotated by 6(110). 
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2.2 Self synchronous mode of NLFS. 
 
     NLFS have two modes synchronous mode and self synchronous mode. 

• synchronous mode : NLFS’s key-stream generation is independent of plaintext 
and ciphertext. 

• self-synchronous mode : NLFS’s key-stream generation is depending on cipher 
text. 

 In self synchronous mode first buffer-A is updated by cipher text and second buffer is 
updated by key-stream in encryption side. Where as decryption side, buffer-A is updated 
by plaintext and second buffer is updated by key-stream. In this mode internal state is 
more efficiently update than synchronous mode. 

 
Figure 14 

Self synchronous mode. 
 

       This self-synchronous mode is useful and efficient than synchronous mode in error 
prone channels. Self synchronous mode face problem with error propagation i.e. if during  
transmission any cipher text bit  changes that will not give correct plaintext and this 
incorrect plaintext uses by key-stream generator decryption side. Then key-stream 
generator generates wrong pseudo key-streams and we don’t get correct plaintext.  
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Whenever receiver correctly receives 128-bit ciphertext, then only receiver able to 
generate next key-stream correctly. 
 
 
 2.3   Primitive polynomials generated S-boxes 
 
     Irreducible polynomial: A polynomial is said to be irreducible if it cannot be factored 
into nontrivial polynomials over the same field.  
    Primitive polynomial: is a polynomial that generates all elements of an extension field 
from a base field.  
 
       Primitive polynomial is the minimal polynomial of a primitive element of the 
extension field GF(pm). In other words, a polynomial F(X) with coefficients in GF(p) = 
Z/pZ is a primitive polynomial if it has a root α in GF(pm) such that 

is the entire field GF(pm), and moreover, F(X) is the smallest 
degree polynomial having α as root. In ring theory, the term primitive polynomial is used 
for a different purpose, to mean a polynomial over a unique factorization domain (such as 
the integers) whose greatest common divisor of its coefficients is a unit. 
 
     A primitive polynomial must have a non-zero constant term, for otherwise it will be 
divisible by x. Over the field of two elements, all primitive polynomials have an odd 
number of terms, otherwise they are divisible by x+1.   All primitive polynomials are 
irreducible polynomials. 
Total number of primitive polynomials in GF (pm) with degree m = φ(pm − 1)/m 
 
           NLFS uses primitive polynomial generated S-box and AES uses irreducible 
polynomial (x8+x4+x3 +x+1=0) generated S-box. There exist 16 primitive polynomials 
with degree 8 under GF (2). These are  

1)   x8+x4+x3 + x2+1 
2)   x8+x6+x5 + x3+1 
3)   x8+x7+x6 + x5+ x2+ x+1 
4)   x8+x5+x3 + x+1 
5)   x8+x6+x5 + x2+1 
6)   x8+x6+x5 + x+1 
7)   x8+x7+x3 + x2+1 
8)   x8+x5+x3 + x2+1 
9)   x8+x6 + x4+ x3+ x2+ x+1 
10)   x8+x7 + x6+ x+1 
11)   x8+x7 + x5+ x3+1 
12)   x8+x7 + x2+ x+1 
13)   x8+x6 + x3+ x2+1 
14)   x8+x7 + x6+ x3+ x2+ x+1 
15)   x8+x7 + x6+ x5+ x4+ x2+1. 
16)   x8+x6 + x5+ x4+1. 
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In NLFS, these 16 primitive polynomials generated S-boxes available and user has to 
select two S-boxes for two non-linear functions.  
 

0        1        2     3     4       5      6       7     8      9      A        B      C       D      E      F 

 0      
1    
2    
3  
4  
5  
6  
7 
8 
 9 
A 
B 
C 
D          
E    
F 

63 7C 99 30 1E AD CA B5 DD  77  04  78 B7 CD  08  7F 
49  31  1C  9F  D0  40  EE  5F  09 BC  41  6F A3 6A  18  12 
03  B3  4A  E5 DC  B0  68 9B BA 1B  87  8F A5  67 7D  E0 
23  9E  8C  0B  07  37  10 C5  76  88  E7 D2 AB  F3 AE DB 
 26  F4  7E  32  82  73  20  13  C9  47  FF 3A  E6 0C  1F B2 
FA  BE  2A  91  64  1D  60 D9  00  01  14  4F  19  34 D7  F6 
 43  D6  E8  8A  E1  B8  22 4D  51 6D 3C  6E AF FC  45 8B 
 9C  44  96  69  21 AA BB  39  72 BF  5E 4B  85  61  3F  F9 
 B4 EA  A8  F8  98  59 CB C4  93  50 6B  8E C2  84  2E  92 
36  7B  71  81  2D  9A  CF  F1 A1  55 D4 B1 5D  2F FE  24 
DA  33  8D  56  C7  9D  1A 3D  95  79 5C  58  E2 5A  3E D5 
 A7  3B  27  A2  D8  6C  75  16  2B D1 BD C0 4C C1 A9  83 
 06  CE CC  48  D3  0A  97  89  57  15 FB  0E C3  E3  74  35 
 0F  2C  11 ED  B9  A6  90  46  05  52 AC  80  70  54  17 C6 
 E9  EF  F0  C8  EC  F5  66  F7  42  86  F2  E4 7A DE  4E A0 
EB  A4  0D  28  FD  94  02  29  65  53  62  25  38 DF 5B B6 

                                                                             Table 4. 

                                         x8+x6+x5 + x3+1 polynomial generated S-box. 
0       1      2    3      4      5      6      7    8      9      A       B     C      D     E     F 

0      
1    
2    
3  
4  
5  
6  
7 
8 
 9 
A 
B 
C 
D          
E    
F 

63 7C 18 31 2A 0A 4A FA C7 EB 23 AD 03 3A 5B BB 
C5 D4 D3 E8 43 50 04 54 A7 1D CF 1B 8B 7E FB F9 
C4 EA 4C 85 3B 86 52 97 87 FD 0E B6 D0 4B F8 1C 
01 F2 5C F1 C1 1A AB 6B 17 D6 19 14 DB 9F DA 8D 
44 C6 53 A1 F4 9B E4 37 4F EE 65 57 0F 4E ED 71 
E5 21 2C B4 D5 B5 89 C9 BA 3C 83 69 5A CD DC EC 
A6 26 5F BC FC 99 DE 12 32 68 2B 60 F3 EF 67 98 
59 11 4D DD AA 29 D8 84 3F 10 E9 B1 BF 77 E0 82 
F0 C3 45 CE 8F 90 F6 6F A8 06 1F 15 A0 2D BD AF 
75 B8 A5 B2 94 09 79 A3 55 3E F5 80 24 E3 6A 02 
20 51 42 07 30 8E 88 C2 CC B3 08 96 16 61 36 CA 
7B 6D 38 22 13 FF 66 40 0B B7 C0 3D 48 62 A4 D9 
81 7F 35 00 7D 7A 8C 9C AC F7 1E 6E 49 A2 2F 6C 
CB 92 E6 28 47 39 E2 78 DF 27 25 E7 95 D7 9E 34 

8A 41 AE 70 74 33 C8 5E 73 91 46 A9 BE 9A 64 E1 
B9 58 2E 5D D2 D1 FE 72 0D 05 9D 0C 56 B0 93 76 

 
Table 5. 

x8+x7+x6 + x5+ x2+ x+1 polynomial generated S-box 
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3. Randomness testing of the NLFS Pseudo-random Keystream 
Generator (PRKG). 

 
       In this section we checking the randomness of NLFS   key stream generator.  
    Generally any PRKGs must satisfy following two requirements: 
         (1) The output sequence has good enough randomness. 
         (2) Any two output sequences generated by different initial data are   significantly 
different.  
 
3.1 Repetition test 
     In this method we check randomness of 128-bit key-stream. I had taken 40,000 key-
streams   ( 222  bits) as sample. Chosen key-stream one by one and compare it with all 
other key-streams. None of the key-stream repeated.  
 

3.2 Frequency testing of PRKG. 
       In this section we present the results of our statistical randomness tests. The tests we 
used to examine the randomness of the output sequences of NLFS. The frequency test 
checks that there is an equal proportion of ones and zeros in the bit stream. For 
randomness the proportion of ones and zeros in the bit stream should be approximately 
equal, since any substantial deviation from equality could result in a successful 
cryptanalytic attack on the cipher. For example, assume that a cryptanalyst attacking the 
stream cipher knows the type of plaintext being used, e.g. standard English text coded in 
8-bit ASCII, and the keystream has 43 of the bits zero. Under this assumption the 
cryptanalyst knows the frequency distribution of the plaintext in terms of single bits, 
digraphs and trigraphs. With this knowledge the cryptanalyst could recover a substantial 
amount of the plaintext, using ciphertext alone. 

• We are taking 40,000 key-streams as  sample. 
 3.2.1  1-bit frequency test. 
    In this method, we check ‘0’ and ‘1’ bits occurrences in above sample. If either ‘0’ or 
‘1’ bit fully dominate in generated key stream then NLFS pseudorandom generator is not 
good. ‘0’ bit occurrences 47.2 % and ‘1’ bit occurrences 52.8 %. 

• NLFS pseudorandom generator satisfies the 1-bit frequency test. 
3.2.2  2-bit frequency test. 
      In this method, we count number of occurrences of   00, 01, 10 and 11 in large amount 
of key stream. If any bit pair fully dominate in generated keystream then NLFS 
pseudorandom generator is not good.            
                                                       

2-bit  Occurrence % 
00 28.3 
01 26.4 
10 23.6 
11 22.7 

Table 6. 
2-bit frequency test table. 

• NLFS pseudorandom generator satisfies the 2-bit frequency test. 
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3.2.3  4-bit frequency test. 
         In this method, we count number of occurrences of   0000, 0001, 0010, 0011, 0100, 
0101, 0110, 0111, 1000, 1001, 1010, 1011, 1100, 1101, 1110 and 1111 in large amount of 
key stream.                                 

4-bit  Occurrence % 
0000 6.32 
0001 6.57 
0010 5.96 
0011 5.63 
0100 6.21 
0101 5.73 
0110 5.69 
0111 6.45 
1000 6.68 
1001 5.93 
1010 6.29 
1011 6.82 
1100 5.87 
1101 6.34 
1110 6.83 
1111 6.68 

Table 7 
4-bit frequency test table. 

• NLFS pseudorandom generator satisfies the 4-bit frequency test. 
 

3.2.4   8-bit frequency test. 
    This method also similar to above frequency testing methods, here also we count all 
combinations of 8-bits. Check whether all are equally distributed or not. 

• NLFS pseudorandom generator satisfies the 8-bit frequency test. 
 

 
3.3   Testing the efficiency of the PRKG.  
 
      Here we checks PRKG second necessary condition i.e. any two output sequences 
generated by different initial data are significantly different. 
 
3.3.1 Test the impact of initial vector on PRKG. 
 
       In this method, we test the 256-bit initial vector impact on pseudorandom key stream 
generator by fixing the key and varying initial vector. 
       1500 different initial vectors applied on pseudorandom key stream generator and 
every time it generates different key stream sequence. PRKG efficiently using the initial 
vector. 
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3.3.2 Test the impact of key on the PRKG. 
    In this method, we test the key impact on pseudorandom key stream generator by fixing 
the initial vector and varying key. 
    1500 different keys applied on pseudorandom key stream generator and every time it 
generates different output (key stream) sequence. NLFS key stream genrator efficiently 
uses the key. 
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4. Security of NLFS stream cipher 
    Generally stream ciphers are weaker than block ciphers because they focus on fastness 
and so they reduce complex implementation for fastness. This section covers how NLFS 
secure from Shannon theory, linear cryptanalysis and differential cryptanalysis.  
 
4.1 Security proved by Shannon theory 
    From above randomness testing methods proved NLFS’s pseudorandom key stream 
generator efficiently (very high randomly) generates keystream. 
 
Shannon theory: a cipher has perfect secrecy if p[x/y]=p[x]  for all x  plaintext, for all  y 

 ciphertext . 
 
     NLFS is PRKG acts as nearly true random generator, it generates random keystream. 
Cipher text is generated from plaintext and random key stream by XOR operation. So 
NLFS generated ciphertext is random i.e. independent of plaintext. So cryptanalyst never 
gets plaintext from ciphertext, even if entire ciphertext is available. From above Shannon 
theory we can say NLFS is nearly perfect secrecy. 

     
4.2 Linear Cryptanalysis. 
  
    Linear cryptanalysis is a method to reconstruct secret key by solving linear equations of 
key stream generators of stream ciphers. Linear cryptanalysis studies the correlation 
between linear combinations of input and output bits of functions. Linear cryptanalysis is 
known-plaintext attack. 
 
    NLFS stream cipher’s two non-linear functions, two efficiently (dynamically) updating 
buffers and value based rotation step, eliminate linear correlation between input (plaintext) 
and output (ciphertext). Complex non-linear function of NLFS prevents linear relationship 
between plaintext and ciphertext. 
 
   In this stream cipher we are using 16 primitive polynomial generated S-boxes and all 
these S-boxes listed out in section 2.3. S-box is non-linearity can express by linear 
approximation equations between its input and ouput. As like AES S-box, NLFS S-box 
also taking 8-bit input X and gives 8-bit output Y. we can form linear equations between 
input bits(x1, x2, x3, x4, x5, x6, x7 and  x8) and output bits(y1,y2,y3,y4,y5, y6, y7 and y8).  In 
linear cryptanalysis we have to find linear approximation equation with higher probability 
and bias. All linear equations between 8-bit input and 8-bit output can shown in linear 
approximation table, but linear approximation table size is 256X256 for 8X8 S-box. So we 
can’t show all linear equations biases in table. Success of cryptanalysis depending on 
larger magnitude in linear approximation table. 
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Linearity between s-box input and output Bias  probability 
x8=y1 y5 +14 / 256 142 / 256 

x8=y1 y4 +14 / 256 142 / 256 

x7=y2 y3 y4 y5 +14 / 256 142 / 256 

x7=y1 y5 y6 y7 y8 +14 / 256 142 / 256 

x7 x8=y1 y5 y6 y7 y8 +14 / 256 142 / 256 

x7 x8=y2 y5 y8 +14 / 256 142 / 256 

x6 x8=y2 y3 y4 y5 +14 / 256 142 / 256 

x6 x7=y2 y3 y4 y5 +14 / 256 142 / 256 

x5 x8=y2 y3 y5 y6 y8 +14 / 256 142 / 256 

x2 x6=y3 y4 y5 y6 y7 +14 / 256 142 / 256 
      
   
   

                                          .                                          . 
                                          . 
                                         . 
                                        . 
  
 
 

                               . 
. 
 
 
 
 
 
 
 

Table 7. 
Linear approximation table for 2nd S-box in 2.3 section. 

 
  In above linear approximation table, best bias magnitude is +14 and this is not enough for 
linear cryptanalysis. In linear approximation table at least +16 magnitude is needed from 
[11], here this magnitude specifies bias for cryptanalysis. NLFS have sixteen initial setup 
rounds are there before generating key-stream then the above bias goes too low. Linear 
cryptanalysis is not possible on NLFS. 
 
 
4.3   Differential cryptanalysis. 
 
     In differential cryptanalysis, an input difference produces an output difference with a 
certain probability which if large enough can often lead to the determination of key. 
Differential cryptanalysis is a chosen plaintext attack. 

x8=y5 y6 +12 / 256 140 / 256 

x7=y5 y7 y8 +12 / 256 140 / 256 

x4 x6 x8=y5 y6 y7 +12 / 256 140 / 256 

x3 x5 x7=y2 y4 y7 +12 / 256 140 / 256 

x1 x3 x5=y2 y4 y5 y6 y7 y8 +12 / 256 140 / 256 
   

x5 x6 x7 x8=x2 x6 -14 /256  114 / 256 
x4=y1+y2+y4+y5+y6+y8 -14 /256 114 / 256 
x4 x5 x6 x7=y1 y3 y4 y5 y8 -14 /256 114 / 256 

x3 x4 x7=y1 y6 y7 -14 /256 114 / 256 

x3 x5 x7=y1 y2 y7 -14 /256 114 / 256 
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    NLFS uses two non-linear functions so totally 32-times S-box substitute for a single 
round i.e. for generation of 128-bit key stream. NLFS byte substitution step provide very 
high confusion. Similarly MDS (maximum distance separable) is used 32-times for a 
single round in Mixcolumn step in NLFS. This Mixcolumn step provides very high 
diffusion. 
 
     Generally Stream ciphers security mainly depending on updation of internal state. 
NLFS contain large internal state 1024-bit and it is efficiently and dynamically updated by 
two highly complex non-linear functions output.  
 
In differential cryptanalysis, we have to find high probability differential pairs (∆X, ∆Y), 
here ∆X is input difference and ∆Y is output difference. All differential pairs probabilities 
can shown in difference distribution table, but its size is 256X256, so we shown important 
differential pairs in table. 
 
             

Input difference  Output difference Probability 
 00000001 00011111 4/ 256 
 00001001 11100101 4/ 256 
 00011111 00100101 4/ 256 
 01101001 00010100 4/ 256 
 11100111 01000101 4/ 256 
 11011000 11110001 4/ 256 
 11101111 11100010 4/ 256 
 11001010 00011010 4/ 256 
 11010011 00011000 4/ 256 
 11111011 10110110 4/ 256 
    

                                                               . 
10100110 01010111 2/256 
10110010 00010000 2/256 
11000100 11001111 2/256 
11010010 01000111 2/256 
11101000 10101011 2/256 
   

Table 8. 
Difference distribution table for second S-box in section 2.3 

 
     In S-box difference distribution table, largest value is 4 and differential cryptanalysis 
bias value for single S-box is 4/256. This bias not enough for differential cryptanalysis on 
NLFS.  
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5. Conclusion 
           
     Period of stream cipher depending on number of possible states of internal state during 
key-stream generation and finding exact period of NLFS is very difficult. 
 
     If stream cipher internal state contains independent linear feedback shift registers 
(LFSR), then we can calculate period by using formula 
 

Period=232x -1. 
 

 Here assumption LFSR size is 32-bit and ‘x’ is number of LFSRs in internal state. 
NLFS internal state initialized by 128-bit key and 256-bit initial vector.  After 
initialization, internal state has one of possible O (2384) initial states. 
 
                                                     Lower bound of period= Ω (2384). 
 
  In best case, internal state may have all possible 1024-bit states. 
 
                                                      Upper bound of period= O (21024). 
 
   We believe large and efficiently updating internal state resist Guess and Determine 
attack on NLFS and two non-linear functions output fully updating the internal state. That 
efficient updating of internal state resists GD attack on NLFS. NLFS have enough period 
to prevent distinguish attack. 
    
     Our goal is, design a stream cipher which is fast and provide security as much as AES 
block cipher, to meet this objective we use AES is non-linear function and key expansion 
algorithm in NLFS. In AES 10 rounds are there, but in NLFS has one round, in which 
two non-linear functions used. So NLFS can’t provide that much of AES security. In 
AES key expansion algorithm generates 11 sub-keys and NLFS key expansion algorithm 
generates 3 sub-keys for one plaintext block encryption. 
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